








Chapter 1

Understand the risks of data loss in the cloud     

Data loss happens in the cloud 
Office 365 and the Cloud do not prevent data loss due to human action, nor 
do they provide comprehensive data protection and recovery capabilities. One 
study  found that 32% of the companies surveyed had experienced data loss in 
the cloud.

32% 

of companies 
lose data in 
the cloud1

“To prevent the loss of essential files due to a ransomware infection, it’s recommended 
that individuals and businesses always conduct regular system back-ups.”  
Ransomware on the Rise, FBI News, US Federal Bureau of Investigation.

Accidental deletion
Users may accidentally delete an email, file, or folder. In some cases, a user may 
intentionally delete a file, simply because they don’t realize it might be needed later. And 
there are those times that a child picks up the phone, not realizing what happens when 
they click the cute garbage can icon.

Hackers
Malware or other viruses may corrupt your data, making it unrecoverable. Ransomware, 
a rapidly growing form of malware encrypts files. The hacker includes with each file a 
ransom request to obtain the key to unencrypt the data, but with no guarantee.

Malicious deletion
A disgruntled employee may maliciously delete valuable contact information, or an entire 
mailbox or OneDrive for Business Account. A SharePoint admin can actually permanently 
delete an entire SharePoint site collection, making it immediately unrecoverable.

Software Issues
A variety of software issues make up the remainder of the data loss events. These include 
overwriting data, license changes or other changes with software or hardware that can 
make data unrecoverable.
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Data loss can occur in a variety of ways
Most loss is accidental or unpredictable.
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Business Technology Solutions you can Trust.

Find out how we can help move your email to the cloud...no need to host an  
Exchange/Email server locally ( and the power, cooling, and backups necessary 
for you not to worry about it)!

There  are  multiple  levels  of  Office  365 packages. Some  users  may  only  need  an  email  account  with  access  via  a  web  
browser. The Office 365 Business Premium package offers the Office Suite as well  as OneDrive for synchronized cloud  
storage and Microsoft Teams for inter-office chat (save on all of the back and forth emails by using this powerful instant  
messaging service).

Office 365 Applications are always up-to-date!
No more .xls to .xlsx conversions or saving in the legacy format because another user has an older version of office. 
Office 365 subscriptions keep your applications up-to-date (not to mention secure).

Technology. Managed.

https://www.itprotectorate.com
(863) 606-8340


